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Protecting yourself and others from
cybercrime and scams

Cyber Security Advisor - John Greenwood
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National Cyber Security Strategy
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National a part of GGHQ
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Cyber dependent crimes

* Protect - Increase Defence

CHOICES
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Cyber Enabled

* 'traditional crimes', which
can be increased in their
scale or efficiency by use
of computers / ICT

 Fraud / Credit card theft
« Investment Scams
« Romance Scams

Cyber Dependent

« Offences that can only be
committed using a
computer / ICT

« Malware (viruses,
ransomware)

» Hacking
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2.2, |National Cyber
=2~ | Security Centre

a part of GCHQ

* The NCSC is the single point of contact for individuals and
organisations of all sizes in relation to cyber security

Cyber Aware Q Cyber
Aware

Stay connected.
Stay Cyber Aware.

k )El & \ Y /
Top Tips for Staff training



https://www.ncsc.gov.uk/cyberaware/home
https://www.ncsc.gov.uk/blog-post/ncsc-cyber-security-training-for-staff-now-available
https://www.ncsc.gov.uk/cyberaware/actionplan
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Attackers / Attacks S
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Phishing

Hackers

Nl

[ AEED =
Account Email
Compromise Compromise

Nation States

2

Malware Ransomware
Insider Threats
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A

* Phishing
» Account/ service compromise




The walker wyatt coffee shop




Take Control Of Your Online Presence

* Avoid posting specific information about your
organisation or role

* What does your social media say about you?
» Check your privacy settings on social media

* Do you need location data enabled?
* Google yourself

 Register for data breach notifications (GREILEE LU

g

NSCYBER



Social engineering

» Attackers attempt to trick users into doing 'the wrong
thing’

"98% of cyber attacks rely on social engineering.”xo1 cyer tiends purpiesec

”CI'lmU"I(J[S dOI’) It h(JCk ln, they log il’).ﬂ Detective Inspector David Parkin (ret)

Phishing SMShing Vishing

i_f’ S
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https://purplesec.us/resources/cyber-security-statistics/

Phishing - General A&
N vz

* Disguise themselves as a trustworthy entity

* Aim is to make the user click a bad link or give away
sensitive information

* Could contain legitimate links e Sense of urgency / threats

* Image of text to trick filters * Link to cloud documents

* Email addresses / web domains e Numbers can be spoofed
with typos are used e Could come from a friend /

* Link to fake site which is used to colleague

harvest details
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Have you received a phishing email to
your email account this year?

p

In April (2020) Google (1.5 billion users) blocked 100 million
phishing emails per day, a fifth of which related to COVID-19. 8BC)

PROTECTIVE SERVICES | CYBER, INTELLIGENCE AND SERIOUS CRIME



https://www.bbc.co.uk/news/technology-52319093

Whaling

Could be from:
, o « compromised internal
* Targets high-level decision account |
makers Potentially followed up with call
Spear phishing
Targeted
- : Research Required
* Personalised to their ta g ets Personalised so more believable

Phishing

e Emails sent en masse
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If a website has a padlock in the URL bar
IS 1t trustworthy?

& httpsy//www.bbe.co.uk/

PROTECTIVE SERVICES | CYBER, INTELLIGENCE AND SERIOUS CRIME




€ - C' B https://secure.accountinforming.com/limitation/verify/webapps/b2a6e/websrc?emd=_login-submit

gt

secure.accountinforming.com b

Your connection to this site is private, ' Pﬂypaf

Permissions Connection

The identity of this website has been
verified by GeoTrust DV S5L CA - G4. No
Certificate Transparency information was
supplied by the server.

L . - All'i :
Certificate information Log N to your account In one pay

Pick a card, any card, or bank account. It's your money,

] you choose how to spend it.
ﬂ Your connection to Email address

secure.accountinforming.com is encrypted
using a modern cipher suite.

Simple. And no hidden costs.

The connection uses TLS 1.2, Password It's free to sign up for a PayPal account, and we don't
o charge you a transaction fee when you buy something,
The connection is encrypted and
authenticated using AES_128_GCM and no matter how you choose to pay.
uses ECDHE_RSA as the key exchange
mechanism. Login
Forgot your email address or password?
ﬂ Site information

You have never visited this site before

today.
Sign Up for Free

What do these mean?

About Us | Contact Us | Fees | Merchant Services | Warldwide

Privacy | Our Blog | Jobs | Legal Agreements | eBay

Copyright ® 1999-2015 PayPal. All rights reserved.
Consumer advisory- PayPal Pte. Lid., the holder of PayFal's stored value
facility, does not require the approval of the Monetary Authority of Singapore.

I T T T B S T T T S T T T © S N T




Reel or Phish..

[Account-Deactivation]

Microsoft Fix <mx-59545445435@protection.office-365.com> -

Tuesday, August 21, 2018 at 1:18 AM
Show Details

Office-365

Hi Sales

Your account of s s com will be disconnected from sending or receiving mails from other users. because you failed to resolve
errors on your mail.

You need to resolve the errors or your account will be disconnected from S com.
Follow the instruction below to resolve now.

RESOLVE ISSUE NOW

Regards,
Microsft Security Team

This notification was sent to st com of Microsoft.com,

POLICE

NORFOLK & SUFFOLK
working fogether for you

BS Signin to your account X <+

C © Notsecure | accountoffice.dynv6.net/

B Microsoft

Sign in

Email, phone, or Skype

No account? Create one!

Can t access your account?
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o NHS: We have identified
Reel or PhlSh" that your are eligible to St
apply for your vaccine. g
For more information
and to apply, follow here :
uk-application-form.com

O A wapptatontomconvage @ | O A © -

< Coraravosd sacunat o

Coronavirus (COVID-19) We will now ask some
vaccine questions
Application at foot of page

Read before applying

P 130e The Nevewnary £me 10 1ea8 Over
Owr irforrration on the vacore, M a

o Lard youur (e I W o) 9y sOrve
PArties ey MOt D recomaranded 10 take
the sactme trertly

The oronavirus (COVIO 19) vaconme i3 safe and
ellectve N geves you the beyt proted bon sgamt
CORONIvIA
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Carlisle ex-police officer ‘'devastated’
by £3k Royal Mail scam Techniques Criminal Gain

O 7 April

He had fallen prey to a scam text message that claimed a parcel was awaiting SMShing
delivery.

Royal Mail has confirmed it would never send such a text message.

Victims receive a text purporting to be from the company which reads: "Your
Royal Mail parcel is awaiting delivery. Please confirm the settlement of 1.99

(GEFP) on the following link™.

Trusted company, FOMO

The message then links to a website mocked up to look like an official site. Phishing

The page requests personal and payment details, which fraudsters use to steal = £1.99
the victim's identitv or taraet them with further scams. m Personal data

& royal-mail.cloud

Text Message
Royal Mail: Your package has a o
£2.99 shipping fee, to pay this s::;,:::.;.g
now visit royalmail- .
o 3 & oyalmal.l allows you to track your
redelivery.support. Actions will B ey,
be taken if you do not pay this

EA774980313UK shipped within 48

fee hours (2.99 GBP) .

Fullname:



ST ARE
Phishing — Tips for users

As of 30" June the number of reports received stand at more
than 6,500,000 with the removal of more than 50,500 scams
and 97,500 URLs.

* forward to the Suspicious Ematil Reporting Service —
report@phishing.gov.uk

* JText messages can be reported by forwarding to 7726

g
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Vishing Call [02.03.21] < =

* Pretending to be BT Openreach

» Automated recording: problems on your line, will be
disconnected press 1to speak to an agent....

* Gave a technical’ reason & said that my account had
been hacked

* Asked what | used the internet for (prompted banking,
PayPal etc)

* Took me to a website (pchelpme.us) then asked me to
enter a code and this allowed them to run support
software which allowed remote access

* Aim: To steal credentials / money

g
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i3 Do you / your organisation reuse

- passwords?

[1 11111 ] m
L~
qwerty :
Ulv/erpool ]

password [football]

w 123456

password

gwerty123

[1 q2w3e4r5t]

PROTECTIVE SERVICES | CYBER, INTELLIGENCE AND SERIOUS CRIME




i
Account compromise example —

BG*x*x*x) Credential Stuffing

NSCYBER



“ Have your detalls

ever been in a data
breach?

You can check using
www.haveibeenpwned.com

65% of people reuse passwords

across multiple sites.
(Google 2019)

Home Notify me Domain search Who's been pwned Passwords  API About Donate B P

[';-—have i been pwned?]

Check if your email or phone is in a data breach

Lemail or phone (international format)

@ Generate secure, unique passwords for every account | Leam more at 1Password.com

521 11,145,906,797 114,031 1997/32°5/9
pwned websites pwned accounts pastes paste accounts
Largest breaches Recently added breaches
Collection #1 accounts f Facebook accounts
Verifications.io accounts Unverified Data Source accounts
@ Onliner Spambot accounts ARDING Carding Mafia accounts
Data Enrichment Exposure From f\:!r’ WelLeakinfo accounts

PDL Customer accounts = leer Liker accounts

Exploit.In accounts Travel Oklahoma accounts

& [l

Facebook accounts Gab accounts

PROTECTIVE SERVICES | CYBER, INTELLIGENCE AND SERIOUS CRIME



https://services.google.com/fh/files/blogs/google_security_infographic.pdf

World's Biggest Data Breaches & Hacks

Selected events over 30,000 records
UPDATED: Apr 2021

size: records lost  filter



: PROTECT
Top Tips ﬁ YOUR EMAIL F-ﬁ

Use strong, separate passwords

v THREE RANDOM WORDS - Then
add complexity, numbers and
special characters

(V) Use a password manager / save
passwords In browser

Use two-factor authentication (2FA)

NSCYBER



2 Factor Authentication (aka multi-factor, 2FA)

ACCOUNT

Something Something — -
you know you have If both correct
et = iios T sonm then access
TreeChairFish67" granted

571 208 — —

Cash Point £
example

NSCYBER



Do your use 2FA for your email?

P

13% of people use the same password for all their accounts. (Google 2019)



https://services.google.com/fh/files/blogs/google_security_infographic.pdf

Cyber
Aware

More Top Tips

. v/|Update your devices -
.Use anti-virus

(V) Backup your most |mportant data
» Test these backups

- (set to auto update)

g
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The Computer Misuse Act (1990)

) S S NS

Unauthorised access to computer
material.

2 Unauthorised access with intent to
commit or facilitate commission of
further offences.

3 Unauthorised acts with intent to
impair, or with recklessness as to
Impairing, operation of computer.

3ZA Unauthorised acts causing, or
creating risk of serious damage.

3A  Making, supplying or obtaining
articles for use in another CMA
offence.

Without them knowing, you shoulder surf a
friend and use their password to access their
account.

Without their permission, you access a friends

phone and transfer money from their account.

Use a booter tool to kick someone off an
online game.

Hack into a government system undermining
national security.

Downloaded malware to put on a school
computer to gain remote access. You didn't
event get to use it.

Up to 2 years

Up to 5 years

Up to 10 years

Up to 14 years, if serious
risk or actual harm — up
to life

Up to 2 years

g
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Scams are Fraud - Fraud is the most

commonly

* Fraud costs t

*53% of peop
scams

experienced crime in the UK

ne UK economy £5-£10 Billion a year

e over 65 have been targeted by

e Statistics indicate that the average scam victim

has lost over

£3000

*Only 5% of scams are reported

g
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Postal scams Telephone scams Doorstep scams Online scams

Fake lotteries Pretending to Selling goods Disguised as
and prize be a trusted and services known
draws, Institution, may often poor company —

Investment have some quality or non bank, Paypal,
offers, information to existent. Google
inheritance make credible, Email offers
windfalls. recorded embedded links
messages. or attachments.

FET,

. POLICE '~
B NORFOLK_&%JE&% 7/;"4;?1?:5;

g
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Phone  Mobile  |nternet  Letter Box  Doorstep

Fraud ED@@ [|

* COVID (vaccine, fines, payments) S0P

 [Investment Scams m
e Romance Scams m

 Courier Fraud

* TV Licencing

* Council Tax reduction
 Tech support scams

ARE YOU SCAM-SAVVY?

Friends Adain St

FeT
Phonio @

NSCYBER


https://takefive-stopfraud.org.uk/
https://quiz.takefive-stopfraud.org.uk/
https://www.friendsagainstscams.org.uk/

Thinks to look out for: C.A.U.S.E.D

* Current - Criminals often exploit current news, big events or
specific times of year (CENSUS, Tax)

* Authority - Is the message claiming to be from someone
official?

* Urgent - Are you told you have a limited time to respond

* Scarcity - Is the message offering something in short supply
/ to godd to be true.

* Emotion - Does the message make you panic, fearful,
hopeful or curious

* Data - They may have some information about you

g
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Things to know

ActionFraud (%  sspSIICE

* Bank / police will never call you to ask you to
verify your personal details / PIN

» Use contact details you can trust
* Phone numbers can be faked

* If you need to call someone back to check, take
five; fraudsters can keep your landline ‘open’ for
a short period of time after you hang up

g
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https://www.actionfraud.police.uk/a-z-of-fraud/courier-fraud

What to look for in others

Postal Scams

« Making regular trips to
Post office

« Lots of Junk Mail

* Lots of Stamps

« Cheque books

s unnecessary products or
free gifts in house

.: e { NORFOLK & SUFFOL
ing Together for you

Telephone Scams

*Receive lots of Phone
calls

« Make regular Payments

« SMS messages

« Talking about new
‘Friends’

« Talk about Helpful caller

Doorstep Scams

« Poor quality
«Unnecessary work
* Fearful

* Pressure

« Cash withdrawals

Online Scams

* Suspicious emails

*Final demands

« Refunds

* New Online relationships
« Payments being made

 Asking about bitcoins or
other cryptocurrency

g
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NS Cyber as a resource

* Deliver Cyber Protect message & training
* Signpost and offer general cyber support and advice

ks Cyber Basics Review - in line with Cyber Essentials

!«Sponsors for CISP - (Cyber Security Information Sharing
Partnership) joint industry and government knowledge initiative

k| ego Decisions and Disruptions roleplaying game - to
raise awareness of the importance of cyber security

g
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https://www.cyberessentials.ncsc.gov.uk/
https://www.ncsc.gov.uk/section/keep-up-to-date/cisp

If you are a victim sedon e
\we Acti
. ctionFraud
*Report to Action Fraud s s O iy G
*Keep copies of / photos of:
v'Logs (server / access / email) Inraloomes Bureau

v Email headers
v’ Any related documents
v’ Keep forwarding rules

NSCYBER



| REPORT

Qi National Oyber Cyber ActionFraud

Nt eCurl y entre A National Fraud & Cyber Crime Reporting Centre

a part of GCHQ Wq re ""s"s actionfraud.police.uk "s"s"s
ncsc.gov.uk cyberaware.gov.uk

ALSO FOR

GET
_ ‘;--have i been pwned?
ONLINE

.Olg

Authy.or '
y.-org haveibeenpwned.com www.getsafeonline.org
citizens D
advice 7age UK
10 STOP FRAUD
\ [Norfolk
. COMMISSIONER (gainst
takefive-stopfraud.org.uk | friendsagainstscams.org.uk \\ %:?tl:l‘:rship

' POLICE @

NORFOLK & SUFFOLK
working r

o o NSCYBER


https://www.friendsagainstscams.org.uk/
https://www.citizensadvice.org.uk/consumer/scams/get-help-with-online-scams/
https://www.ageuk.org.uk/information-advice/money-legal/scams-fraud/#skipToContent
https://www.norfolk-pcc.gov.uk/services-we-provide/supporting-victims-and-protecting-the-vulnerable/scams-prevention-service/

As a result of this presentation will you be
reviewing your cyber security?

Vﬁ{ CyberProtect@Norfolk.police.uk
, @NSCyberCrime

WWV¥ norfolk.police.uk/advice/cybercrime

. smartsurvey.co.uk/s/Individual-NorfolkSuffolk2021
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